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Keyloggers are used to steal Logout after you finish Multi-Factor Authentication will add Secure Network Access Point
sensitive information. Be Aware accessing your email account additional layer of security by enabling firewall and VPN
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Optimize security settings of your Passphrase is the best way Quarantine all Respect the
social media account regularly to ensure strong password unused apps privacy of others
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About ISEA

The Ministry of Electronics & Information Technology (MeitY) has identified the growing
importance of Information Security as a critical area, and in view of the same Information Security
Education and Awareness (ISEA) Project was formulated and launched by the Govt. of India. One
of the activities under this program is to spread Information Security Awareness among children,
teachers, home users, IT, and non-IT professionals throughout the country.

C-DAC Hyderabad has been assigned the responsibility of executing this project by the Ministry

of Electronics & Information Technology (MeitY), Government of India. As part of this activity
C-DAC, Hyderabad has been preparing Information Security Awareness material, coordinating with
Participating Institutes (PI's) in organizing the various Information Security Awareness events, etc.

Vision :

Generate Information Security Awareness among Indian citizens to enable them
to participate safely in the digital space.

About C-DAC

C-DAC established its Hyderabad Centre in the year 1999 to work in Research, Development,

and Training activities embracing the latest Hardware & Software Technologies. The centeris a
knowledge center with the components of Knowledge Creation, Knowledge Dissemination, and
Knowledge Application to grow in the areas of Research & Development, Training, and Business
respectively. The R & D areas of the center are e-Security, Embedded Systems, Ubiquitous
Computing, e-Learning, and ICT for Rural Development. The center has developed a number of
products and solutions and has established a number of labs in cutting-edge technologies over a
period of time. In line with these R & D strengths, the center also offers Post Graduate level diploma
courses. The Centre is also actively involved in organizing faculty training programs. The center
regularly conducts skill-based training and information security awareness programs (ISEA).

WWW.isea.gov.in 5
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1 BIIGT 36T Tt RIS o BRUT Uh Hg Ul
et T faw & 318 1 b ToTe! 3R Afhal h
f3fSteet 3ueRul R AfRaT TG 31738 8, 37 39Rd §U
WARI 3T efRaTers! Pl YHSIAT 3R 3= BH Bl 5],
MU 3R T f3fSTee 3G i reaf & felu
37199 &1 Ig Yfciehl [affier 33Rd TTSaR elgrers

I PR B BT YA Bcll & 3N f3free o1 & Jrer
JeH & fIU el BT gui B! 2

Cybersecurity has become a critical concern

as fraudsters exploit vulnerabilities in today’s
digital systems. As organizations and individuals
rely heavily on digital tools, understanding and
mitigating these emerging threats and frauds is
essential to safeguard data, privacy, and overall
digital integrity. The booklet attempts to cover
various emerging cyber frauds and outlines steps
to enhance security in the digital age.
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CYBER HYGIENE PRACTICES

39T ITFEARR 319sC B
UPDATE YOUR SOFTWARE

TR 39SC B & Jid HRUT

Five reasons to update software
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Patch security flaws

2 TS e urd a3

Get new features

3 zawha

Protect data

4 TeF AR
Improve performance

— 5 Irdan
Ensure compat'lblllty

Save your

data with care

backup to
ensure it’s
always there
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UNTGS 318R| 1 U Ut SRae & ST 3UPTehd! bl 3791
TET &1 GfR bR 3R fobedl Rived 1 Il b Ugd g1fic
B & foTU YGH BT BT &1 IRIFS™T AT bl U
M 3 8, fSap! ST bt 3uPTaRd! ol g o
gf® 3= & AU s ST 8

a8y BT ITAPT HAR W 37613, BIged 37R 31T
e STHBRT & &I 3 o fTu fbm Tl & |
AT 3R AT IRIaSH BT 3WRINT HRAT J8a Hecayu! ardl
2, 3R 31 B3 & IV Ueb & Tras 3 3 a1 off
Tgayuf 8|

PASSWORD SECURITY

A password is typically a string of characters that a user
must provide in order to confirm their identity and gain
access to a system or service. Passwords are a common
method of authentication, which are used to verify the
identity of a user.

USER LOGIN

Passwords are commonly used to protect accounts, files, and
other sensitive information. It is important to use strong and
unigue passwords, and to avoid reusing the same password
across multiple accounts.

g -PRb FHTOTIHROT (2FA) FIT§?

What is Two-factor authentication (2FA)?

EI'g'—WQﬂ]UﬂEF{UT (2FA)WW®W®§@ Two-factor authentication (2FA) is a method of

3 B U R &, 59 foTw 32 €1 37ePT-37ePT YhR P confirming a user’s identity by requiring them to

W&Hﬂ?ﬂﬂﬁﬁ MG BAT B &, WW@W present two different forms of evidence, typically

NS & (3 TaE) Bﬂ?@ﬁ’wﬁﬁ%w% &5 something they know (such as a password) and

T ol 3 W1 & A3 7T BIE ATl BI)| something they have (such as a phone with a code
sent via text message).

Aot l-thae 3AfedHoM (VHUBRU) 3UIRTEH] ol Igam o

gf¥ 3 bl U AR &, FoiTeb ol 3¢ S TR b 18

IR R I 3TaT Bl Bl 1 HTHAR TR, UHUHU bl &HH

ﬁ@ﬁm%m&a@rm@m@?ﬁ% o afoRd requires at least three forms of evidence, which

ﬁmm%ﬁ@mﬁ@m% (?@ tmqa-s‘), are grouped into categories such as something the

W%W?@% (ﬁﬁlﬂw‘w), IR ITITRAT  ser knows (e.g. password), something the user has

1 37T g (SN bR A1 <8 b1 ugeH) | (e.g. mobile phone), and something the user is (e.g.

fingerprint or facial recognition).

Multi-factor authentication (MFA) is a method of
confirming a user’s identity by requiring them to
present multiple forms of evidence. Typically, MFA

WWW.isea.gov.in 9
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Best practices for setting a strong password

31fgeia, sifee 31k @d Iras &1 3ukeT
PN: Ueh Aol YIS hH I HH 12 JUTT I
BT 1R 37R S 370REB 37K ABRGT
3R, Fxe3tl 37K a9 quit a1 fAgor e
BT MRV 379 A1, AT 31 AT Q)
SIRAT ATATT & 37HH ST aTel! STHBIRT BT
3UGPT R I § |

IRAdE AR BT 39LPT HY:

UIds Ueelds 39 folv Sffed, fgdia
TRIGS §7 3R IR PR FbdT &1 Ig 3T
319 URIdS &l ¢ab 39 3R WdTferid &9
I 3195 @] H APl 39 &3 | off 7ag a3
b 2|

&I-PRP YHTUIBRUT (2FA) TaH B3:
Gl-BR& FHTUNERUT 379 URIdS &b 3TeTd]
IR UBR P HAY b 3BT B GRT
R&MT 1 U AR W S1Sdl &1 Ig U
fOhIRfie, 31U BIH TR W1 77 IREMT PIS AT
R&f 3l gl bl gl

3194 YIS &1 fAAfd w9 J 31922 &3:
q1ds & fHafid ¥9 I 319se foar ST
1fgT, A9y BY T 3PR 3% AT B8BTS fbu
ST BT g 8 AT 3PR 3796 gRT 3UAPT bl
ST aTell A18ed J J o) U &bl 32l 3ecie
EUEL

URIGS $T J: 3TGRT 7 B¥:

UHIED Wil H UP &l RIS Pl IH: 3T
PR I AR & felU UpIfeep @Il e
Ul U1 1 3T 81 511l & 3PR 3 Uep
URIGE Bl theb b3 B T € &
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Use unique, complex, and long
passwords:

A strong password should be at least

12 characters long and include a mix

of uppercase and lowercase letters,
numbers, and special characters. Avoid
using easily guessable information such as
your name, birthdate, or common words.

Use a password manager:

A password manager can generate and
store complex, unique passwords for you.
It can also help you keep track of your
passwords and automatically log you into
your accounts.

Enable two-factor authentication (2FA):
Two-factor authentication adds an extra
layer of security by requiring a second
form of verification in addition to your
password. This can be a fingerprint, a
security code sent to your phone, or a
security key.

Regularly update your passwords:

Passwords should be updated regularly,
especially if there is a suspicion of them
being compromised or if there’s been a
data breach of one of the sites you use.

Do not reuse passwords:

Reusing the same password across
multiple accounts makes it easier for
attackers to gain access to multiple
accounts if they are able to crack one
password.
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T BT cRIBT ST AT b YNIds bl JRfard
R B Aeg o ghdl &l

qras foia a1 9RR &9 A 99

319 9Tas & fAsh R, 3797 gRIds ol fasadt
b 1Y IR A B3, Tl A b 3794 Wadb |
& 1 of, 3R 3 0t sPTe R A ford STgf 9
YT Y e b

UTds1fA® ars-%Ts A AGe e

AR TSI d18-PTs "edd I 3TRAH!
J BSBI8 I AP ¢8| ATdsl-db dls-Bls
Jead F Hde g1 TR ITds st ddgaefie
STHBRI &1 B I |

3199 @i I fART &9

A B9 319 @rdr afafafer i st B3
3R fopudt aft Hfeer @A TRy 2 3mghr
W1 STHBRI H U 310 dgardi bl fART!
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g -BRb YHTUTIBRUT & T

Benefits of Multifactor Authentication (MFA)
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Educate yourself and your colleagues
about phishing scams and social
engineering: Phishing and social
engineering attacks are common ways for
attackers to steal passwords. Being aware
of these types of attacks and knowing
how to spot them can help protect your
passwords.

Avoid writing down or sharing passwords:
Keep your passwords private, do not
share your passwords with anyone, even
your colleagues, and do not write them
down in a place where they can be easily
found.

Be wary of public Wi-Fi:

Public Wi-Fi networks can be easily
compromised by attackers. Avoid entering
sensitive information, such as passwords,
while connected to a public Wi-Fi
network.

Monitor your accounts:

Regularly check your account activity and
look for any suspicious login attempts

or changes made to your account
information.

. WWWQ@@W% e Prevents unauthorized access to
. a%wﬁaav&nqamaﬂm% accounts
. WQlﬁmaFfaSSHcd\I'ﬁﬂ?&T e Provides multiple layered protection
. IRern SR/ 3ccTe Bl B BT & e Protection from brute force attacks
. Wﬁfﬁ%ﬁvgﬁm e Reduces security risks/breaches

e Convenience for the users

WWW.isea.gov.in 11



ONLINE SAFETY AND SECURITY

3TYHTASTE, QHATE 3R UM 353 dle] IRE AT Pl P gRT
37HATSA Ueb AT He TR clfard fasar ST Iaba 8l

I 2 Solae i ddb-id & AT I T 31T Idbdl & fSad

f3aT8 37R 3YaRUT N Tl B, BRI 3R cdeie o TA1Y-
1 TR 3907 A & 18 Jeret Hifsam arsey,
SRS, $-Hed, I ®F, Tl T 3R ge¢ H Ia8ey
oA &l

CYBER BULLYING

Cyber bullying is intimidating online behaviour, wherein
you can be targeted on an online public platform with
threatening, humiliating, embarrassing and harassing
posts or acts.

It can be carried out through electronic technology includes devices and equipment such as cell phones,
computers, and tablets as well as communication tools including social media sites, text messages, e-mail, chat
rooms, discussion groups and websites in Internet.

TSR I IGTERUN B SoRe BRIST AT SHed, SHel gRT Wil 378 37thdTe AT TN AedfhT Arecd
TR YIE bl TS 37%hdTe 37R o1 dediy, difeell, dawrse AT Adbet IS WsiT AN &

Examples of Cyberbullying include mean text messages or emails, rumors sent by
email or posted on social networking sites, and sending embarrassing pictures, videos,
websites, or fake profiles.

12 www.staysafeonline.in
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Security tips and guidelines to prevent
cyber bullying

o Jieret HifSAT @l 9 GRaf 3R I gfaesi
DI HeH B

. T BT AISR T AT 3R JH e ugar
J T AT & v Wed dogial IR, Sbe Y
BRRAT, S35 e ol 3uAPT Y|

. APRIHB URE et R 1 ITel Y8 8IS & 3R gail
Pl b B3|

. il Y HgbTS: WU R bl ot gfdedR 7 HJ|

. HS! o GERY B wfafosa 3o et 7 21

. R B b 31U = o Ipet H SRS IRl
V&I ST &1

. BYR oI, EerAC ol P (AIH S

. SR o1 P U Wpe H gerAe, BRI 3R 31
3UBUT o IUART & Jeiel F W fam, fgenfader 3l
Hifai Afcs &9

. OFE P Ig g A s} oft ueR 3 faseh Y
ST GHBHI RG] & 3R Ig LRI AT |

. BE B A &1 3R Treft B Tr AR &

Enable Security and Privacy features on social
media accounts

Use Parental Control Bars, Desktop Firewalls,
Browser Filters to avoid or preventing children
from cyber bullying others or accessing
inappropriate content.

Leave the discussion page and block the bully,
when you find negative posts.

Never retaliate to the provocative comments of
the bully.

Understand that others reaction is not your
fault.

Make sure your child’s school has Internet
Safety education programming.

Form the rules of computer Labs, Internet labs.
Specify clear rules, Guidelines and policies
regarding the use of the Internet, Computers
and Other Devices at School for Cyber Bullying.
Teach students that all; types of bullying are
unacceptable and such behaviour is subject to
discipline.

Mentoring the students and establishment of
peer Monitoring.

If you see
someone being
cyberbullied or
suspicious
activity
happening
online, Report it
to the platform

WWW.isea.gov.in 13
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. A BEAY B el R G Y Heg AT A1 B Intervene immediately. It is ok to get another
. 9 S Pl 37T B adult to help.
. IR R B WA 21 Separate the kids involved.
. ol off eebTen Rfebea a1 HIRED a2 &) Sl Make sure everyone is safe.
AR Meet any immediate medical or mental health
. Tl ¥R SR 292 AP I Snfive St b e needs. o
| Stay calm. Reassure the kids involved,
. . : including bystanders.
T 3 i<l B EReAal R eff ST TR P Model respectful behavior when you
intervene.
_ J
- X @A/ ponts ™

T TR3TETST A B3| VT A Al 3 I aakepl
Heg & fo1 39 fAde gt

HIHA T ¥l JeTeTH DT YN B3|

3 g=| Pl ATds1-eb ®Y A g & oIl HafeR F Y
b 351 &1 T

SER S S HHA A S I HaTeT 7 B3|

2N Sl A TSP 1 &1 A B, 316PT A & |

Sl T QMHET 7 B3 AT AT AT Hidh W &l HAHerd &l
8l B |

Don’t ignore it. Don’t think kids can work it out
without adult help.

Don’t immediately try to sort out the facts.
Don’t force other kids to say publicly what
they saw.

Don’t question the children involved in front of
other kids.

Don’t talk to the kids involved together, only
separately.

Don’t make the kids involved apologize or
patch up relations on the spot.

9 /
\
! ’ ‘ . Online games
= e AN thes domor
S " 3 s e | ey 90 n0
HA — ' . | define you
Block FRACIREAE | py
HA ay safe and
HA 3R fopadl SrgmTen don’t |
HA S | o Feta
x HA DG bully mess
= @k FgefTs A "1 with you

14
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A FRefl daa

ST gt

ST $-Iel S Selag s TdR HTezH] & H1ed 3§ U
IRIIHG 3UIPTEHAT f[ddR0T & ®Y H IYARTHAT AH, IIIds, U,
S 1T, fee w18 AT SR STHEHERY UTed B BT T
P DI U BT gl

ORI 3THAR TR $-Het Oha1 1 iR el gRT fasan ST &
37R Ig 3R ITAPTH AT BT U Adbell daRIEe TR fAaRoT gof
P BT ST ST & ST T 37R 311d NPT 38 3 FHH
1T &1 TOBfR17T uIPTehdi3H o ellvan ¢ o fetu 39T &b ST
TeT! T ENAINIT Teb-11ep! T Ueb 3&TERYI &l

PHISHING ATTACKS

Phishing is a way of attempting to acquire information
such as usernames, passwords, PIN,bank account, credit
card details by masquerading as a trustworthy entity
details through electronic communication means like
e-mail.

Phishing is typically carried out by e-mail spoofing or
instant messaging and it often directs users to enter details at a fake website whose look and feel are almost
identical to the legitimate one. Phishing is an example of social engineering techniques used to deceive users.

Stay cautious
Id g, [afT | don’t get
"o" to update i & 9 Bd caught in the
oy YOUrKYC Vishing process

Delete

1

WWW.isea.gov.in 15
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How does a phishing email message look like? In detail ....

~~———®warning sign
» It should be Ministry of Health and Family Welfare,
Dear Citizens, / Government of India

The ministry of health and family welfare, government of India has announced a mandatory COVID-19 testing for all residents of Delhi, Mumbai, Hyderabad, Chennai and Ahmedabad above age
of 40 years.

Government of India has decided to reimburse testing cost incurred.

A medical staff will come to your residence to collect samples.

Please immediately register using link below for all free COVID-19 test. Do not forget to provide complete contact details with PAN no.

Link) ~<«——e shortened url without https indicating . Ministries under Government of India will not send
that the link is not secure personal emails to individuals seeking personal data.

Thanks you for youw support in keeping India's fight against COVID-19.

Thank You; . . . .
Ministry of Health and Family Welfare(MOHFW) ~_~~® no specific designation mentioned
Nirman Bhavan, Maulana Azad Road

New Delhi 110011

. gt 3R 31Q[eE TSR B SiT B * Check for Spelling and bad grammar.

. TN AT 3PN exe BT dab ot & ST AT £ e Links might also lead you to .exe files.
o B B Bl gAY Wit 3 Shetr & These kinds of file are known to spread
R0 ST ST 21 malicious software.

» emfpgi Threats

il 3MTgeeT O el ART Aot et Teba & fb afe 37 Sometimes you may receive a threat mail
SileT ol BT STaTd el 23 & Al 3BT Aaiel AbIie a8l saying that your webmail account would be
SO R R TR £ieT w291 330 aje B <1l &l Uep closed if you do not respond to an e-mail
JETERUT 2| TIEER el qa=1ap) B SRIPT 3767 @Rt &Y message. The e-mail message shown above is
%ﬁmﬁaﬁ%ﬁvmﬁ%ﬁsm?ﬁwﬁm an example of the same trick. Cybercriminals

often use techniques to make one believe
R R -echnid .
that security has been compromised.

» B JaRITEel a1 S B TP BTl Spoofing popular websites or companies.
. Wﬁﬁgﬂ?ﬁﬂéﬂaﬁﬁﬁmﬁmﬂwﬁ% e Scam artists use graphics in email that
S ey JaTee) 3 T R € At areda & HTe) look identical to legitimate Web5|te.s but
Aot B STTel) Areew T del R el S g ) actually take you to phony scam sites or
A legitimate-looking pop-up windows.
: e Cybercriminals also use web addresses
o TSR BATRT O dd U2 BT I SHTeT Rl
N S N ﬁ%qqg that resemble the names of well-known
g@éﬁ?{ 3 ' companies but are slightly altered

« Cybercriminals might call you on the
phone and offer to help solve your
computer problems or sell you a software
license.

. TSR BATT 39H B R bict B Tbd & 3R
HTUPI PRI Hra-efl THRITHAT DI &l R H Heg
TR AT YD Ueh ATTEAIR TSI o bl UQrapel
B IBA 8l

16 www.staysafeonline.in
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0T 1:

135K # url &1 B AF B
13T Y Bl dledl AT H 391 STHBRY &
TP

TROT 2

A ad-t url B ghen st B
=UfclC U3 IR H url gH2M 28T & 31R PHiUItRe 7 &3

<RI 3

EHRIT IR& <t H &) 3iTeTre dfcbar b 31 R
Sifdha1 & fotu Ueaiiep 3R IR Ie 21 o e 7
EHRI JSTEC o Y- B 1 ST e, o Rifst
37R Yo &l

TIRUT 4

. gher fardi A 3 g SR & A fasedt oft, 3R
Q1Y T J Achlct 3R b SHel Bl Hag I axd | 3Tel
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Step 1

Cross check the URL in the brows
e Don’t enter your information in the websites
that start with numbers

Step 2

Always check for the misspelled URL
e So Always key in the URL in the address bar
yourself don’t copy and paste

Step 3

e Always perform online banking in secure
channel i.e check for the Padlock and secure
channel for secure banking

e Always check for the trusted website which
has https and padlock

Step 4

e Always view any email request for financial
or other personal information with suspicion,
particularly any “urgent” requests. When in
doubt, do not respond to questionable email
or enter information on questionable websites.
You may also contact the alleged sender to
confirm the legitimacy of communications
you’'ve received.

e An Example of Phishing site, the look and feel
of the Punjab national bank is same.

Step 5

e Never respond to the emails that ask for your
personal information like creditcard /debit
card/bank information.

WWW.isea.gov.in 17
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Don’t respond to spam mails
without verification of the
e-mail origin.

Don’t deposit money unless
the candidate is interviewed
personally by the company.

Don’t try to get job through
back door methods by paying
money which promises to
provide employment, which will
cheat users.

Check with original company
website for any job offers
before proceeding.

Maintain two step verification
code to sign into account
(Mobile alert).

Whenever the fraud is noticed
immediately inform the original
company.

Talk over phone with the
company to ascertain, before
depositing the money in their
account, whether there is
change of previous a/c details
and name of the company.
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Hifth1 AT 3uctee] HifthT ZeT &bl IUAPT b Afeh
& RN B fPTIET a1 Sea1 &1 aT st 3R Ak
AR R AT TR & grelf fAeR & ST &, 30
3{TcATS UIRe 1 TS 319 ARGRY BT 3TAPT & & 3R
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JGeTl g8 ANdR ol SRAHTS IR HTUh! sedcpHc B,
Tt TS MhIed g4, T, I e, 1l
ATfT, 7 AR 311 S &5 foTu vl 2

MORPHING

Morphing is altering or changing the pictures of the
person using morphing tools available online. Young girls
and women usually fall prey at the hands of the online
criminals, who use their photographs posted online and
misuse these images by changing the pictures.

The altered pictures are then used by perpetrators for
blackmailing you, creating fake online profile, sexting,
sex chats, pornographic content, nude pictures etc.,

~
o s Always use
3 Elo_\’?rl o watermark
IS N S while sharing
RERlICIE I )
. | pictures online
DI 3T DY | o
) Simple yet
S effective way to
A S BT IR
: : safeguard
3 yourself from
RPTEl | MORPHING
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A1qenfAAi / Precautions

Enable your security and privacy
features on social media accounts

Never share your personal
pictures online publicly on
social media accounts

Use watermark while
sharing pictures

Use two factor authentication
with strong passwords for your
social media accounts.

Save the evidence and the
screen shots for referring to the
incident later

Don’t suffer in silence, know
that you are not alone, reach
out and seek help from trusted
family and friends.

If you observe your

fake profile or any such
objectionable post on social
media, report on the social
media help centre about it.
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SOCIAL NETWORKING
SECURITY

Social media are interactive technologies that
facilitate the creation and sharing of information,
ideas, interests, and other forms of expression
through virtual communities and networks. The
social media platforms allow the digital users to
communicate with each other have conversations,
share information and create content.

UdiH AdER / Best practices

9t AT STHBRT 319 T,
TS HeR, JH-ct At 3Mss! 3R 3/
JacALMe g Jaell STHBRT B!
Treret HifedT IR IRR TR 3 & |

3191 AfhTd dXdRT I Hieret Hifsar
BI3C R TSI B F IRR 7 B3

3R A & fo1 ft off s
RFde & WibpR T B9

STel cIeb 31T ATl BT FTHIOTERAT 1 gfe
el PR oldl, dd dep Pt oft Fifee fois °
farciep 9 b3 T P Al S3clIs 7 HJ|

Avoid sharing your personal

information like address, mobile
I @ number, personal mail id and
other sensitive identity related

information on social media.

Do not share your personal
I @ pictures online publicly on
social media accounts

Never accept friend requests
without appropriate verification

Never click on suspicious links or

@ download anything until you verify

the authenticity of the source.
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Use different passwords for
different social media accounts
and emails.

Be aware of security and
privacy features and enable
them on the social media
accounts

Be alert while using social
media platforms, if you feel that
the comments are being sent
from an unknown/anonymous
person immediately block them.

Identify the troll with few points/
traits like spelling & grammar
mistakes, exaggeration, acting
entitled and block them.

Ensure to share personal videos
privately and restrict privacy
settings to friends only

Never share any compromising
images, posts, videos of
yourself to anyone, no matter
who they are

Turn off your electronic
devices and web cameras
when you are not using them.

Be very cautious when interacting
with unknown people online, confirm
the identity of the person through
your friends circle.
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I f2fStect T H, 3ATHete/geR-e /ad dfdat U Ul Ad & STl ATehl &bl
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ONLINE BANKING SECURITY

In current digital times, online/internet/web banking is a service that

offers customers access to banking services at the click of a button. It
facilitates and enables customers to perform a wide range of financial
transactions comfortably at their convenience from anywhere at any

time.

Benefits

In current digital times, online/internet/web banking is a service that offers customers access to banking
services at the click of a button.

It has many benefits like-

e Offers easy access round the clock, convenience and saves time.

e Offers banking services on the go through mobile banking app service.

e Monitor accounts, pay bills, transfer funds, view and download statements etc.,

3{HcTed - | Online
dig el gbar ¢ | transactions
SNfeg A g | can be quick
& faw diar | Set limits
faefivg &3 | to avoid risk

A

You have
exeeded the
transaction

limit for today
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e Be cautious about opening any attachment or
downloading files you receive regardless of
who sent them

e Look for the sender’s email ID before you
enter/give away any personal information.

e Use updated antivirus, antispyware and
firewall software.

e Always update the web browser and enable
phishing filters.

e In case of receipt of any suspicious email, do
call the company to confirm if it is legitimate
or not.

e Use a separate email account for things like
shopping online, personal etc.,

e Never click on links received through messages
from unknown sources.

e In case of doubt, try to contact the toll free
number or any other contact provided by the
bank.

e Use the contact numbers available on
authorized websites of the institutes for
contacting customer care executives or service
providers.

e Look for the sender’s email ID before you
enter/give away any personal information.

been redet to 9999.
Click here to activat

\

\
3”§ p1 o Your bank
A ’t text
fEI:[ won ex
. you your PIN.
I8! PO ),
| That’s a
T TR BRIT | ppich hook
BT BicT 2l
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Never share OTP, PIN, CVV, Debit/Credit card
details with anyone.

Don’t reply to an email or pop-up message
that asks for personal or financial information.
Don’t share personal or financial information
i.e credit card or other sensitive information
via email.

Don’t open email or message, in case of
suspicion about legitimacy.

Don’t open attachments of unexpected emails,
especially ZIP files and NEVER run .exe files.
Don’t use company email addresses for
personal communication.

Don’t open/download attachments from any
spam email.

Don’t open suspicious videos or images on
social networking sites since social they are
the prime target of phishing.

Never respond to phone calls asking for bank
related details. It might be vishing (voice
phishing).

Do not call the numbers of service providers
randomly found by Google search as they can
be fake numbers.

Don’t respond to any message (sms) asking to
confirm account information that has been
“stolen” or “lost” or encouraging to reveal
Don’t reply to an email or pop-up message
that asks for personal or financial information.

/
~
HIABIS DI | Use an RFID
PRfATRT | (Radio frequency
& falv RFID | identification)
RfeArshigaddt | blocking sleeve
3meafefraser) | To keep your
sl wellg | card safe
w1 3P gy, | and relieve
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SCAMS AND SECURITY MEASURES

U (FEDEX) HRIR Hlerdl
| fefeieet PRTRY gieTel

TgUa PRI HISTel d1TR H Ueb 7T 3R il 3Rl g1
ENeTeTl &, ST 391 PR HU-T P BTN, BeeH 3iferepIRe
1 ey AABINT b Y & 9 &ld & 3R @RIl Bl icd b
PEd ¢ 13 3 11 TR U HRAR W31 11 & ISTH 31def v
€1 d S 921 eTEIS] R b oTW SRT-eHeb1 Bl U bl
3UIPT B &l

“BIe1 o Y H/fel H, YRd A f3f5iecet PRUARY dieretl # 9fg
T 21 AgeR 3roRTel 1 S TS (CBI) AT AT gferd St
TR TR & SRR 3 w0 R 219 §1 3 B et
& Hrezm I il o oM 91d & 3R IR P & [ 3
e srfafafern & onfid € - 3R 08 IRid & 86-Pig, 5d
379 A Bl &1 ST S-S & U 39T & 37K
graT &ed ¢ fob fifed fefeiea PRTRY § § 3R 37191 98 A%
P & feTU 3705 SN &1 UTet BT 8PTT1 Y FAGeT 3THAR R
8 WRHTART B A7 HagAefe At SR TS & I
REIRCRARES

- o f2fSiee PRTR) Terdl glet & T § A5f A 96 % &, Wgaw

i : How Vardhman Grou, . § > 3 . = X ? 5
heild was tricked ! I f” . 3T %’ : &l ;
The fraudsters used fake courf orders and impersonated the Chief Justice of india fo convinge Oswal he was parf of & money Q asl I @ g as % I

leundering investigation

FEDEX COURIER SCAMS / DIGITAL ARREST SCAMS

The Fedex courier scam is a new thriving scam in the market where fraudsters impersonating as courier
company employees, customs officials or as police officials and call a people and say that there is a courier that
is sent in their names which has illegal items in it and use fear tactics to commit fraud.

In recent times, India has witnessed a surge in the “digital arrest” scams. Cybercriminals impersonate officials
from esteemed agencies like the CBI or local police. They target victims with phone calls, alleging involvement
in suspicious activities — often centered around parcels containing illegal items. The scammers use scare tactics,
claiming the victim is under “digital arrest” and must clear their name by following their instructions. These
instructions typically involve transferring money or sharing sensitive financial data.

Digital arrest scams have been on the rise in recent times, particularly in India. There have been several cases
reported, where people lost large sums of money after being fooled by scammers.
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PRIl / Modus Operandi
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Calls posing as a courier o ) X .
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company/official/police "
(often using fake caller D), credit cards) linked to your to a fake “higher authority”
Aadhaar (identity document). for “investigation.”
dIfed] BicT & Aregq A PRI FRATAPH AT ifSd & O Bl g1 dff=91 § enfiiet 817 & 57
BT GROTHT BT erehT STHBR! AT & I P fAIU 3TRSI3TE (RBI) P TTFARR gRT ST’
SR =R TG BT TR B 3MALIHAT IAHT 3R T’ P few
O WHIAR @R BT HR1e] BRAT| IE R Re
J 39 R A B 3 A al”
Threating legal Preventing you Victim’s money needs tg be checkef:i
. by an RBI software for involvement in
consequences to from seeking help .
. . . money laundering and request transfers
heighten fear using or verifying the P
. ) . for “verification”. This is purely to steal
video calls. information.

your money.

&1 34T / Security Tips
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I alel Afth Bl ST Bl GHUAPT B 1 O HieTel Pl
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INVESTMENT SCAMS

Investment scams are fraudulent or deceptive schemes,
PR—. that are designed by fraudsters to deceive individuals
and trick them into making investments that either do
not exist or are misrepresented. These scams often prey on people’s
desire to grow their wealth or earn high returns on their investments.

These investment scams usually misuse the individual’s desire for wealth and earn good returns in a short
time. The fraudsters operating such scams often promise high returns, exclusive deals, or insider information
to entice individuals into parting with their hard-earned money. The fraudsters employ persuasive tactics,
such as presenting fake credentials, testimonials, or financial reports, to make their offers seem legitimate and
appealing.

\
Invest online 9 RN
with care as | >T7CST ?T
scams are not L REIBER
1 HieTel gy
rare. Look for 2 | R
trusted online N | NN
ventures and STeTlS l.
RRINCREIERE]
guard your T B i o
treasures &y |
\
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Before making any investment,
conduct comprehensive research
and due diligence.

Only engage with investment
professionals, brokers, or advisors who
are registered and licensed

Exercise caution when encountering
investment opportunities that
promise exceptionally high returns or
guaranteed profits

Beware of anyone who pressures you
into making immediate investment
decisions or creates a sense of urgency.

Be cautious when you receive
unsolicited investment offers,
particularly through cold calls, emails,
or messages on social media

Safeguard your personal and financial
information by refraining from sharing
sensitive details with unverified
individuals or companies

Promptly report any suspicious
activities to your investment provider
or financial institution to address
potential issues.

Stay updated on common investment
scams and fraud techniques

If you come across or suspect an
investment scam, promptly report it
to your local law enforcement agency
and financial regulatory authorities
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FRAUDS IN THE NAME OF
INDIA POST

India Post fraud

Home [ETPrime Markets fiiMarketData News Industry Rise Politics Wealth MF Tech Careers Opinion NRI Panache Videos Spotiight §

s Economy + Industry ET

ercriminais are now using India Pest for eniine fraud. Here is Now they are targeting victims

Beware: Cybercriminals are now using India Post
for online fraud. Here is how they are targeting
victims

=T Online - Last Updated: Sep 17,2024, 102200 AM IST ® < A 0 & é
FOLLOWLUS SHARE FONTSIZE SAVE PRINT COMMENT

Synopsi
Cybr

Ref.: https.//economictimes.indiatimes.com/news/how-to/
beware-cybercriminals-are-now-using-india-post-for-online-fraud/
articleshow/113412935.cms

It has been observed that cyber fraudsters are targeting vulnerable groups like women and senior citizens, due
to their perceived lack of familiarity with complex digital scams. Cyber criminals are now using India Post to
scam unsuspecting individuals. A recent case involved a retired government employee losing 23.26 lakh. Though
only few cases have been reported so far, this can become a worrying trend, caution experts.

BRIVUT! / Modus Operandi

v v

Your

postal
couries
arrived

SMS o HTegH BIcl-39

J YRS dqeh B BicT

Initial contact Follow-up Pressure tactics
via SMS phone call
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BE AWARE OF JOB OFFERS
THROUGH E-MAILS

Many of the students apply online for jobs. The accused collect the
details posted in the websites and send phishing e-mails.

The e-mail looks like a mail from genuine companies through fake
mailer sites and also conducts interviews.

Fraudster may send the offer letter using fake mailing service,

make spoofed calls in the name of MNC and send the offer letters.
Thus the victim receives a fake job offer letter. In return this fraudster asks to deposit some amount as a

security deposit.

The fraudster gets the amount deposited in the various places/Bank accounts/e-Wallets and immediately

withdraw the amounts by cheating the victim

AaenfAdi / Precautions
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e Don’t respond to spam mails without verification
of the e-mail origin.

e Don’ttry to get job through back door methods
by paying money which promises to provide
employment, which may cheat you.

e Check with original company website for any job
offers before proceeding

Don’t let job scammers take
your timeGenuine job offers
don’t ask for a dime!
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BE AWARE OF ONLINE
CHEATING/SHOPPING
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Online shopping has become very popular to purchase all things without leaving your home, and it is a
convenient way to buy things like electronic appliances, furniture, cosmetics, and many more. There is no
particular time to buy things we can buy at anytime instead of waiting for the store to open. Apart from
all these advantages, as there are unique internet risks, it is very important to take some safety measures
before you go for online shopping.
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Take support from known friends / family members who is familiar with online shopping if you are not a
regular user

Always perform online shopping from secured websites.

Don’t respond to phishing e-mails / links through SMS, WhatsApp, Instagram etc as they may collect vital
information about the credit/debit cards and will misuse.

~

JfAaasd gae | Secure sites
@i gRfaa | ensure
Bl g9ad g, | happy buys
Iy | Stay vigilant,
@i wy | Shop smart
sikRfae | and stay safe
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Before you go for online shopping make sure
your PC / Mobile is secured with all basic
protections like an antivirus, anti-spyware,
firewall, system updated with all patches and
web browser security with the trusted sites and
security level at high.

Before shopping online, research and review the
website for the legitimacy. Also make the note
of the vendor details like telephone number,
physical address for their authenticity.

Search and compare the prices of the product
in different websites for huge price variations,
which may be due to fake product /website/
mobile app.

Check the reviews of consumers and vendors.

If you are ready to buy something online check
whether the site is securely communicating
using https and observe padlock before the URL
on the browser address bar and then proceed
with financial transactions.

After finishing the transaction take a print or
screenshot of the transaction records and details
of product like price, confirmation receipt, terms
and conditions of the sale.

Immediately check the Credit card /Debit card

/ e-Wallet / Account statements as soon as you
finish and get to know about the charges you
paid were same, and if you find any changes
immediately report to concerned authorities.
Beware of the e-Mails like “please confirm of
your payment, purchase and account detail for
the product.” Remember that legitimate online
shopping website /Mobile apps never send such
e-Mails. If you receive such e-Mails immediately
call the merchant and inform the same.

After finishing your online shopping clear all

the web browser cookies and turn off your PC/
close the app
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RISKS AND FEW PREVENTIVE MEASURE IN CYBER SPACE

Don’t give your personal details of where abouts :
Don’t post specific personal information online, such as travel dates, location and time of the movie you
plan to watch, evening classes that you take etc.,

Friends:
Better avoid strangers as friends when requests are received.

Don’t share your personal information and profile information Irrespective of gender as they may post
abusive/indecent messages when the relations are strained with them.
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SPAM

Spam:

As we all know that spam is usually
unwanted e-mail advertising about a
product sent to list of e-mails or group
of e-mail addresses. Similarly spammers
are sending the unwanted mails or
messages to the billions of users of
social networking sites which are free.

Scams:

Online scammers generally send an email
or message with a link to the user
which ask for the profile information
and tell the user that it would add new
followers. These links sent to the user
would be similar to applications, games
etc. So whenever the user post his
details in the link then the details will be
received by scammers and information

would be misused.

Malicious application:

Malicious application might come through

different application while using or
installing software or by clicking on the
social networking messages etc. The
application may start the installation
process or link to view the photo, video
etc. In order to fulfil its intended op-
eration the application requests for
some elevated privileges from the user
like access to my basic information,

update on my wall, post on my wall, etc

which are malicious behaviour.
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Clickjacking:

Clickjacking is a malicious technique

of tricking Web users into revealing
confidential information or taking control
of their computer while clicking on
seemingly innocuous objects, Web pages.
Vulnera-bility across a variety of browsers
and platforms, a clickjacking takes the
form of embedded code or script that can
run without the user’s knowl-edge. The
same is followed in the social networking
domain. The objective behind such an
attack is that users can be tricked

into clicking in the links, icons, buttons
etc., which could trigger running of
processes at the background without the
knowledge of the user.

Phishing:

As we all know the phishing attack is
creation of fake site just similar to original
site. Similarly these days even social
networking phishing has come in different
flavours just like phishing attacks on banks
and popular trading websites. Social
networking phishing has come up with
fake mails and messages like offering some
specialized themes, updating the profile,
updating the security application/features
etc. In order to see the updates the user
needs to follow a link and log in, through
which the credentials are taken by the
attacker. The linked page is a fake copy of
the original login page, focused on stealing
user account credentials.
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Congratulations !!!
bottery winner

Prize money

In the lottery emails/SMS the culprit sends e-mail
or calls the victim or sends SMSs to public stating
that the cell phone numbers of the individuals has
won lottery in lakhs and furnishes an e-mail id and
asks the individuals to furnish all details through
e-mail and informs the individuals that he should
not reveal the matter to anyone.

Victim thinks that he won big amount through
lottery and furnishes all the details through e-mail.
The fraudster sends a scanned copy of forged
cheque/certificate on the victim name as it is
ready for dispatch. The culprit again informs

the individual to deposit certain amount as
registration fee by furnishing a fake bank account
number.

Victim believes and deposits money in different
bank accounts as asked by culprit & victim may
sometimes deposit more than lakhs in different
amount numbers.

Later after losing large amount of money the
individual realize that he has been cheated

on the name of lottery on different names
KaunBanegaCrorepathi, Airtel Lottery, ICC Lottery,
Star Sports lottery etc.,
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Fof) off sTaTe 7 2 bum’per festjval bonanza..
. ﬁﬁg@%ﬁﬂ%@ﬁﬁaﬁéﬁmmqaﬁ e Don’t deposit any money in unknown

. SRR @S B o) dT eRaTerd) et O & @l accounts without proper confirmation.
SR g eI e ot
gl:?ﬂ%ﬁ? = M0 T el el £t account holder who is paid commission and

- o has no link with fraudster.

: - ﬁ?gﬁﬁg%é-ﬁazﬁ% ﬁ?ﬁ% 5% e Don’t get trapped by scammers and e-Mails

B > 1000 lm:gfm PRl with a subject line you won some $10000 just
&l @F{IEI Y ;?EIFI ! Enﬁ think why only you received the email without
o oA 31afg a"?q?aaaa\mwﬁaﬁ

your participation.

3T & TR H ST Ve | AT JavTee & 3T e Be aware about the products you get for a

ﬁg@aﬁlﬁa/mafmwﬂ@r‘ﬁ?ﬁ e o discounted price during seasonal sale period.
foiep W fafeicp = b3 STl fohf1T 31 (gHet) &1 PRUT Verify the offer from trusted website. Don’t
9 bl 8l click on links send via mails/SMS which can

cause phishing attack.
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How to make a compliant

e Collect Bank statement from the concerned bank of last six months.

e Make a copy of SMSs received related to the alleged transactions.

e Copy of your ID proof and address proof as shown in the bank records.

e Lodge a complaint in your nearest Police Station explaining complete incident along
with the above mentioned documents.

Stay cautious
Idb g, lAfdhT | don’t get
). SR AU | caught in the
= . Vishing process

3194 ST &l
O ISBICIE Save your
35 3% 379 data with care

. backup to
o drfds ot gHem ensure it’s

IRMAA R | always there
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3194 ITgH Bl 3 (KYC)
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ST e &t STTell THUHTY iarferd fasu 51 38 & 5 35
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< |+919093740893

Add to contacts

Dear SBI customer your
account has been blocked due
to KYC Updated within 24
hour. Please contact customer care

o con to continue your
service Thanks you

https://m.rbi.org.in//Scripts

/NotificationUser.aspx?id=12083
&Mode

KNOW YOUR CUSTOMER
(KYC) FRAUDS

Fake SMS(s) are being circulated, to the banking

customers alerting them about the account suspension/
block due to pending KYC renewal/update. The fraudsters
provide phishing link or fake contact numbers in the message
for KYC renewal/update to commit financial scam.

ddrd-1 & Hdsd / Warning Signs

< +919093740893

Add to contacts Block Number 3@% aml’ a)_\)z-q—\)— a'_)_q—\’/
T I3 daR & oI ArdTsd
T WeQT H 3aRTd AT, o R I U IR I
foRT™ farg 31k orea) a1

Message sent from a
mobile number instead
of the authorized banking
customer care / service
number.

I HBIeATgIH|

Poor grammar,
unctuation and unwanted
capitalization of words in
the message received.

Dear Customer your
SBI bank account has
been suspended for
Verification please
complete your KYC By
click here link http://
1f8a57f85265.ngrok.io
/sbibank
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< +919093740893

https://www.mybank.com

customer care number :
18xx 52xx 56xx

Never click on unknown
links or links received from
unverified sources

Always remember that
a bank never sends any links to its
customers, for updating KYC

A valid customer care number
can never be a 10 digit mobile
number as generally given

in the fake message.

Never share your mobile
number, account number,
password, OTP, PIN or any other
confidential details with anyone

Any authorized bank or customer
service never asks its customers to
share any confidential information

Avoid contacting the customer
service/contact numbers provided
on Google search. Only contact the
authorized numbers provided

in original banking websites.

In case of any such issues
immediately report to the specific
bank authorities immediately.

File an online complaint regarding
any such frauds on the government
portal www.cybercrime.gov.in
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